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Step 1: Generating a Key Pair and Requesting a Certificate

This Document details how to generate a PKI key pair and request a server
certificate using Microsoft Internet Information Server 4.0. It covers step 1 of a 2-
step process. “Server Certificate Enabling for Microsoft Internet Information
Server 4.0: Step 2: Obtaining/Installing a PKI Certificate” is a follow-up
document. It details how to obtain and install a PKI server certificate as well as
how to make the web server secure (https).

Step 1: Generating a Key Pair and Requesting a Certificate

Step 1 — Generating a Key Pair. Page 3
Step 2 — Requesting a Certificate. Page 10
Step 3 — Approval Notification. Page 16

NOTE: If you are have already received your Server Certificate Approval
and your Certificate Serial Number (CSN) from your RA/LRA, but have not
received “Server Certificate Enabling For Microsoft Internet Information
Server 4.0 Step 2” please contact Inga George, georgei@spawar.navy.mil.
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PK-Enabling For
Microsoft Internet Information Server
(1S 4.0)

**The following must be installed before attempting to install DoD certificates
onto your server. ALL SOFTWARE LISTED BELOW MUST BE 128-BIT.
1. Windows NT 4.0 Option Pack with 1IS
2. Netscape 4.5 or greater

3. IE 5.0 or greater
4. Service Pack 5 is applied after all other software is installed.

1. Generating a Key File.
a) Click Start
b) Programs, Windows NT 4.0 Option Pack, Microsoft Internet Server,

Internet Service Manager.
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=) Startup
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ﬂ Cormmand Prompt
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Startup
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% FrontPage S erver Administratar Microzaft Script Debugger
Microsoft Transaction Server
@] Product Documentation
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ﬁ Windows MT 4.0 Option Pack Setup
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c) Select Internet Information Server

','m Microsoft Management Console - [ns - Console Root]

ﬁ Conzole  Window Help =12 x]

J ¥ Action ™ Wiew

Conzole Roat Mame | Tupe |
- Internet Infamation 5 erver

[:l Microzoft Tranzaction Server

Blnternet Infarmation Server Shapin |
(L Microsoft Transaction Server Shapin

|Peady

d) Double click or click on the ‘+’.
e) Select <server name>(ex. pki-temp)
f) Click on the Key Manager icon (resembles a hand holding a key).

"t Microzoft Management Console - [iis - Console Root\Intemet Information Servery™ pki-temp]

% LConzole Window Help

=& x|
=A== f
J'.-’-‘-.-:ti-:-n""-.-"iew JXJE|PIM.§Q
[:| Conzale Roat [ escription | State | Host Header Mame | |P Address
=03 'ﬂtemet Information Server = Dafault FTP Site Riunning = &l Unass
) é Default \wWeb Site Running = all Unass
D Mlcrosoft Trarsaction Server o & dministration web Site Runring = all Unass
A Defaulk SMTF Site Running =il Unass

|Done |
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g) In the Key Manger window select WWW.

% Key Manager

I e %

g [ Rtarm et

h) Select the Key menu.
i) Select Create New Key (This will start the Key Wizard).

[
” Bl % Key Manager
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The first window asks if the request will be placed into a file to send to a CA or
will be sent automatically to an online CA. Choose the first one (request in a
file).

j) Name the file C:\dodcert.text

k) Click Next.

Create Hew Keyp E

To begin creating a key, vou must first target a specific certificate
autharity. This can be either a remote autharity that iz accezsed thraugh
an intermediate file, or a local online autharity.

If wou choose a remote, file bazed autharity, you will be responzible for
zending the file and receiving the responze. An online autharity will be
adminiztered automatically.

' Put the request in a file that you will send to an authaority

II:: tdodeer] bt

Browse.

|

) butamatically sendlthe request b ar anline authority

|

Eraperties...

v

“ Eack( Iﬂe:-:t > I Cancel |

e ——]

I) Enter a name for the key (example is testis).

m) Create an 8-character password with at least one non-alphabetic
character.

n) In the ‘Bit Length’ field, 1024 must be selected.

o) Click Next.

Create New Key E3

our new key must have a name, pazsword, and bit length. The bit
length determines how gtiong the key's encieption will be. The larger the
bit length, the stranger the security. However, it alzo gets slower az well.

Fleaze enter the zame passward into bath of the password fields. [F pau
make a mistake, pou will be prompted to re-enter it,

The pazzword i neceszan to link the public and private keys together,
Keep thiz paszword zecret. ou will need it again to uze the certificate.

Key Mame: Itestiis < |

P
Pazgword: ( m

xxxxxxxx

LConfirm Paszword I

Bit Length: |'|D24 VI ( n

e —
< Back " Cancel |

(o)
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The next 3 screens asks for ‘distinguished name’ information and requestor’s
information. It is important to ensure the validity of all the entered information.
Certain information is required and will be put in bold text. 1IS 4.0 does not allow

commas.
p) For Organization, enter US Government

q) For Organizational Unit, enter C/SIA ou=PKI ou=DoD (ex. USN ou=PKI

ou = DoD)

r) For Common Name, enter the full name of the server

(ex. servername.spawar.navy.mil) | Note: The Common Name must be the same
s) Click Next. name as the DNS Name typed in to access the

web site. Ex: If you type in http://servername to

access the web site then the Common Name

would be servername. Or if you type in
Your certificate must have  http://servername.navy.mil then the Common
sets it apart from other cert Name will be servername.navy.mil.

Enter your Organization nd
typically vour legal company name and divizion/department name.

Enter the Commaon Mame. Thiz iz the fully qualified domain name
wzed for DMS lookups of wour server [such as v, yourcorp, com).
Thiz infarmation iz uzed by browsers to identify vaur zike. [F pau
change thiz name, vou will need to obtain a new certificate.

For further information, conzult the web pages of your selected
Certifizate Authority,

Organization: ILIS Government — p
Organizational Urit; IUSN OU=PKl OU=Dal < q
Commorn Mame: Iservername.spawar.navy.mil& r

ﬁ S
¢ Back MHest » el

t) For Country/Region, enter US

u) State/Province and City/Locality must be blank, but IIS 4.0 doesn’t allow

for blanks so for each field, press the spacebar once.
v) Click Next.

Create New Key 1]

Additiohal infarmation iz required for wour certificate.

First, enter pour country/region code. This is a bwo-letter 150
standard code. [ Example: United States = US; Canada = CA )

For the latest list of country/region codes see the following

ftpe A A ftp ripe. net Aizo3] BE-countipcodes

Iext, enter your state or provinee [do not use any abbreviations].

Finally, enter your lacality [city).

LCountry/Fegi IUS E I t

State/Province: I (

Citp/Lacality: I < | u
e —

Note:
State/Province and
City/Locality must
be blank, but IIS 4.0
doesn’t allow for
blanks so for each
field, press the
spacebar once.

N
¢ Back ﬂexwl Vv Cancel
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The following screen asks for the requestor’s information. This is the Network
System Administrator, Server Administrator, or LRA (Local Registration
Authority). Must have a valid email address and complete phone number.

w) Click Next.

The certificate autharity that will be providing vour new key needs to
know zome information about pou, Thiz zhould be the administratar
requesting the new key [you).

Thiz information will not be placed in the key and i simply ta allow the
certificate authority to contact you in caze there are any questions.

“our Mame: IS_I.Jstem Administratar ( |

E-mail address: ISy&&dmin@spawar.naw.mil ( |
Phone number: |843-218-4541 e

< Back Meut » Cancel

x) Click Finish.

Create Hew Key |

& request for pour new key iz about to be created. Becauze you earlier
chose to zave thiz request in a file, you will then be responsible for
farwarding it to the appropriate certificate authority.

The requeszt for the new key will be zaved inka the file:
C:hdodoert b=t

Your key will exist in the KeyRing application, but will not be usable until
wour walid key certificate is received from the certificate authoriby.

Wwhen you receive vour vald key certificate, install it by selecting the
correzponding key in Key bManager and choozing Install Key Certificate
frorm the F.ep menu.

[ake that pour new certificate and key pair are cryptographically
matched. The new certificate must be installed with the corezponding
key pair. An incormect pazsword' ermar might indicate a mizmatched
certificateey pair.

X [ancel |
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y) Creating New Key window will appear. Click OK.
Creating New Key |

The request haz been generated and placed in the file
.' C:hdodcert. bt

Co L
Ok
|

The following screen will appear showing that the key has been tied to the
WWW but is still unusable until the certificate is obtained and installed.

% Key Manager [_ (O] x|

Computers Edit Eey Help

8= &=

=-FE2 Local Computer

M ame: bestiis

Status Thiz iz a new key that still requires a certificate.
Lze the certificate request file to obtain one.
Then uze “Inztall K.ey Certificate’ to install it.

e i e
i e (L el

= Diztimguiehing | afammation

Bits:

] e = et = e o
[rganieational it
[EannnaEr i annes
[Eatmtmy Eeaiam

StateErowinee:
Lot

Feady I
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2. Requesting a Certificate.

10

4" Microsoft Word - Document1 =] =]
@ File Edit Wiew Insert Format Tools Table window Help _|E|ﬂ
DEeHEHESRY | iRt - a® | EEE =4 B 9 o= - &

Morrmal ~ Times New Roman =~ 10 = | B 7 0O | = = %E = £§| - P - A -

. - 5 . o
. /i | Erarn:

r
i (i
- = Wigtinguishing | Afermatien
Bits;
- [Hrgatizaticn
” [Hrgamizational 1t
[Errnmaty M ammes
- [Eountn e aiat;
o SlaterBioyinee:
. [Loeality:
I
Reardu i =
- Open H
: o]
Eind... K1
== Scan with Markan Antiins L4
Dpen &l Users L B" Ln 1 Col 1 REE R ES @RS B m
Explore All Users ntl] 8 Microsoft M anagement CU...I 9 Key b anager I STy 523 PM

a) Start Windows NT Explorer by right-clicking the Start button and selecting

Explore.

b) Open the file created in the previous section, c:\dodcert.txt. (Select the
file, right-click, select Open).

T4" Microsoft Word - Documentl == =]

EY Exploring - [C:]

T Ble Edit vie

O = g|§ File Edit Wiew Tools Help

_ = =]

All Folders Contents of ' [C:]
Mormal -
ﬁ Desktop =] -2 inetpub
e ty Computer |- Multimedia Files

lelm - - -

~

+-= 3% Floppy [4:)

|- Program Files

(C:] _JReal
= Inetpub o 23 Temp
g ;‘Iultlmedllelles |0 windows Update Setup Files
rogram Files L vwinnt
Autoerec

book

: : ] READN Prink
R N Duick Wiew
(al B Scan with Morton Antiinus
5 Send To »
n - Cut
R - 22 Fonts - Copy
. Aenk 4] ] » =
-+ - Dpe Create Shortcut
e Open Delete Z
Find._ = 3
=18l sesn with Nonon Anivius Fiename y
) P": Openi All Users. = = Inl_coln I i Froperties
5 St Epplore All Users 1] 8 Microsolt Management Co. . | €3 e T T 223 M
T o]
»
| Page 9 Sec 1 99 |»|1t 5.3" Ln 1 Col 1 HEG NIRRT ||t e m
=i Slarll B Microsoft word - Docume...l S Microsoft Management C... I ¥ Key b anager II@ Exploring - [C:] |Mn 2:24 PM
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The file, c:\dodcert.txt, should appear like the screen below.

Bl MewKeyRq - Notepad [_ (O] <]
File Edit Search Help
Server: HMicrosoft Key HManager for IIS Uersion 4.8 ;J

Common-name: servername.spawar.navy.mil
Organization Unit: USH OU=PKI 0U=DoD
Organization: US Government

Locality:

State:

Country: US

MIIBwDCCASUCAQAWFDELMAKGATUEBhMCUUVHXCTAHEQHUBAQTADE JHACGATUEBXHA
MRYwFAYDUQQKEw1UUYBHD3Z21cmSEZWS BHRowGAYDUQQLEXFUUBAgT1USUELJIESY

PURURDE jMCEGA1UEAxMac2UydmUybmFt255zcGF3YXIubmF2eS5talluwg28ubQy.)
KoZIhucHAQEBBQADGY BAMIGJAOGEAKEE+eSY17teyinD5SqHu+cUjSKOQQM2HHZ £5
WhICEFfYFHACuSFEW/BFEC 12y thKWCAGFBgHubgBQG2gwultn9cUSKnurL4ullbn

wlneHzDPiGJdQayGHLyZ2UqgmBRhsEyZ8ev/ /HohcsWjF+wiTeq8k8bkc?KsHEB05k
HLqr Bu jvAgHBAAGGADANBgkqhkiGIwBBAQQFAADBQOBBZLFQIXTDACY/DNOB33G0
CqQIPbgLZ4mXAg840ic54177ga6mPPASDCHTRKUJKIivFMNIUBBIvHrTTSmjCE4terD
UICI+XRsPRUYiTLHa1pd7snPcEni1HoAEnhdaWHeQ6wAz51HCBallfmZ BSFGoUHx

< oy

c) Highlight the base-64 encoding to include ----------BEGIN NEW ... thru

END NEW...
d) Copy the highlighted text to the clipboard.

E MNewkKeyHq - Hotepad M=l E

File Edit Search Help

Webmaster: SysAdmin@spawar.navy.mil
Phone: 843-218-4511
Server: Microsoft Key Manager for IIS VUersion 4.8

Common-name: servername.spawvar.navy.mil
Organization Unit: USH OU=PKI 0U=DoD
Organization: US Government

Locality:

State:

Country: US

MI IBuDCCASUCAQAWFDELMAKGATUEBhMCUUH:CTAHBgHUBAQTADEJHACGATUEBXHMA
MRYwFAYDUQQKEw1UUYBHb3Z21cmS t2W5 BMRowGAY DUOOLE=FUUBAqT1USUEEJIESY
PURVRDE jHCEGA1UEAXHac2VydmUybmF tZ2$5zcGF 3¥YX TubmF 2e S5taWuwgZ8wDQY J|
KoZIhucHAQEBBOADgY BAM] Gal@atlaltdy e SY17teyinDSSqH+cl jSKQQM2NHZ £C

UhIcEFYFHOCUS FEWTBFEC T Jaes IgHubWg80G2gwuktn9cUSKnurL4ullb

i uUReHzI?PiGJdIlayGNLyZUq Cut '/ FN6hcsWjF+w1TeqB8k8bkc9KsHEBREK
HL qr BujuAgHBARGGADANBg |uannuBguBBzLFuIxTDn[:ngnu 852GD0|
SqIPbgLZ4nXAgqBaDicsy17 | =20 ‘MTKuJKivFHNIUBBIuHFTTSmjCE4terD|
ULCI+XRSORUYITLHa1pd7 s e ‘nhdaWHeQ6wAz51HC8aUMENZ BSFGoUHx|
zHH/00xhhP=DS5a08c] KAuEEE

| | — END MEW CERTIFICA

Select Al

11
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e) Start Netscape or Internet Explorer (which ever is preferred).

f) Go to site https://ca-3.c3pki.chamb.disa.mil. See Note below.

g) Select Manual under Server Enroliment option.

Hetscapas
Gortificatn Mansgrment

Lisar Manual User Enrellmant
Ernrallment Uga this farm to submit 2 request for & personal certificate. After you chek the Submit button, your requist will be submitted to an issung agent for spproval. When an iwsuing sgent has approved your
rouEst you wil fecoive the Corifcate in amail, alang with instructions for installing it,

Diractory Important: Be sure 19 rRqUAsE your Cartifieats on the same computar on which you plan te use tha cartificata,
o NOTE: If the

VU ERETEE  sars 1dentity
Fin Basad Enter values far the fields you want to hawe in your certificate, Your site may require you to fill in cortain fields. ‘ “ .
e ok [ P New Site

Enrolbmeant . o ”
q " Certificate
pdress: I—
Nhager 9 b —— Screen pops
riral — d
| iy 5] up, then click
Certificate “ ” .
Mensgor nexE _4' tm:es
T e and “finish” to

Object Enter an email address or phone number 3t whech you can be contacted regarding this request.
Email I—

Erolinent e —— a_cc’ept the
site’s

Additinnal Commants ..

If you have any comments far the persan wha wil pracEss your cartificate reguest, wnte them hers, Cer‘“f' Cate .
Then go to -
s step h.

Public/Privata Key Intormation
4 | 3] When you subsuit this fam, the brawser genarates a pavate key and & puble key. [t retans the prvate key and submits the public key aling with your request for a certificate, The pubhc key becomes part =]

(== |iarmack Gons EEeS RS SN o B A




PK-Enabling Microsoft IIS 4.0 13

The “Server Certificate Enrollment” will appear.

Certificate Management Systel etscape HE E

e B Wz o Comomea GED
2 M = 4 B @

Back  [owad  Felosd  Home  Seach Metscape  Fint Secuity  Shep  fiop
" Bockmars A Netsite: [ntips://ca-3.c3pki chamb. disa.mil/ =] & Whats Related
& Instant Message webMail Fladia People Yellow Pages Dowinload Calendar (- Channels

|»

Server Certificate Enrollment (for Server Administrators)
Enrollment Use this form ta submit a request for a server certificate, You must submit a PKCS #10 request, If you have a Metscape server, create a PKCS#10 request by using
the Netscape Administration Server instance associated with the server for which you are requesting the certificate. In the Metscape Administration Server forms,

choose Encryption, then Request Server Certificate,

If you are not using a Netscape ssrver, follow the appropriste steps to gensrate a PKCS #10 request with the server you have.

after you click the Submit button, your reguest will be submitted to an issuing agent for approval. You will receive the certificate in email when it has been
Directory and approved.

PKCS #10 Request
Paste the PKCS #10 request into this text area,

Server
Enrollment

Manual

Reqgistration
Manager
Enrollment

Manual

Certificate |
Manager
Enrollment Server Administrator Gontact Information

Name:
Manual I

Object iyl

Signing Ph
Enrollment one: |

Additional Comments
If you have any additional comments for the person who will process your certificate request, write them here.

|

S |

5y FB= [JavaSeript emor: Type javascript! into Location for detals

g Start| Sinbos - Microsoft Outlook | 23 Sereen Shote | B Micrasat word - 15_4.0 5...| [F Contificate Manageme
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Certificate Manager

FEL L EREEREEEERTT

User Sarver Certificata (for Server
Ervollment Use thiz form to submit a request for a server certificate, You must submit 3 PKCS =10 request, If you have 3 Netscape sorver, create a PKCS# 10 request by using the Netscape Administration Server
_ instance associated with the server for which you are requesting the certificate. In the Netscape Administration Server forms, choose Encryption, then Request Server Certificate.
Manual
If you are not using a Netscape server, follow the appropriate steps to generate 3 PXCS #10 regquest with the server you have
Dipnctary
After you chk the Submit buttan, your request will be submitted to an issuing agent for approval. Yau will receive the certificate in emal when it has been approved
Blegctory and
PRCE 210 Request
Paste the PECS #10 requost into this tout ares,
Server wrvaT i =
Encollment FAADD, v
W T nIpIEaVEs’
Manual L Tns G XL BN inVEaw e 1
poensLzn/ AAGDAIVF
Raglstration 8E417FTI h
Manager niPETT. Q6 LaT e 10/ TO/ YTORLNYTA
Encollment TNV ATHANIR
----- END NIV CERTIFICATE REGUEST-----
-
Certiflcale server Administrator Gontact Infarmation
(=g
Ham
Erwllrmant -
ol __| e !
Object Phone: [a43. 2184541
Signing
Erwalimearnt
Additinnal Comme nts
m If you have any additional cammants for the persan who will pracass your certificats request, wnta them hare.
Peguess = |
tocal fields ( j
Submil I ot
L 5 ¥
BT o — - - T A o R aE |

h) Paste the base-64 encoding into the box labeled PKCS #10 Request.

i) Fill out the Contact Info fields.

j) Inthe Additional Comments to Issuing Agent text box, follow the
example below.

Request by System Administrator Name

Date: yyyymmdd

Region: East Coast, West Coast

Base: Base Name

Priority: High/Low

Need to add commas to ‘ou’ field and must delete the ‘L’ & ‘St’ fields from
the CN.

Justification: To enable SSL on the web server and/or for client authentication.
**All text shown in bold is to be entered exactly as shown. All other text is to be
replaced with appropriate information as it pertains to your server/site.

k) Click Submit Request.
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A confirmation page, ‘Request Successfully Submitted’ will contain request ID
number. Print this page, if possible. If not, retain the request ID number
some other way. It will be required to continue the certificate request process.
An example Server Certificate Signing Request is shown on the next page.

S
Envoliment
Manual

Reglstration
Manages

Sl This is your Request ID Number

Cartificate
Manager
Envoliment:

Objeact

Sigring
Encollment

il 3
a3 Documer: fione. &S TR = Rl 7 Y 2

I) Close the browser.
m) Close the notepad window.
n) Close IIS windows.

Key Manager |

@ Commit all changes now?
Ma | Eancell

o) Click Yes.
p) Click Yes on ‘Change Settings to Console’ window.



PK-Enabling Microsoft IIS 4.0 16

3. Approval Notification.

a. The next step in the Server Certificate Request Process involves
sending an email to Inga George, georgei@spawar.navy.mil identifying by the
request ID number produced at the end of the last section that the certificate
request is ready for review. The email must contain the following (everything in
bold is to be typed as shown with the rest of the information being replaced
with what is appropriate for each individual server):

Reference Number: xxxx (with xxxx being the request ID number received
from the last section)

Host Name: www.sample.navy.mil (this is an example only)

IP Address: 102.21.12.12 (the server’s ip address)

Region: East Coast

Base: Base Name

Network System Administrator (NSA): Sgt John Doe

System Owner: JFCOM

Security Level: SBU (Sensitive But Unclassified)

Applications on Server: Development versions of the following:
1) SPAWAR PKI Home Page
2) INFOSEC Home Page

Certification Justification/Requirements:
e To enable SSL on the server.

a. The LRA/RA, upon receipt of the email, will review the request. If the
request was done correctly and is approved, the LRA/RA will send an
email that will contain a Certificate Serial Number (CSN). The CSN
must be utilized in order to download the certificate. If the request is not
approved, the RA will notify the requestor/LRA why.

b. If the requestor does not receive anything from the LRA/RA within 1
week after the email was sent, contact the LRA/RA by phone. The
number is comm (843) 218-5574 or DSN 588-5574.

c. When the email with the CSN has been received, refer to “Server
Certificate Enabling for Microsoft Internet Information Server 4.0 Step 2:
Obtaining/Installing PKI Server Certificate.” If you do not receive a copy
of this document within 2 days of receiving the CSN, please contact Inga
George, georgei@spawar.navy.mil.




